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(57) ABSTRACT

A method and system is disclosed herein for conducting
money or value point transactions between a first mobile
device and a second mobile device in a network of a
plurality of mobile devices. Each mobile device contains a
radio frequency identification module with a digital wallet
on each said mobile device for storing and processing digital
value points. Digital certificates are provided in each mobile
phone for the purpose of authenticating the mobile devices.
The transaction is initiated by the first mobile device with
the second mobile device by exchanging RFID identifiers
and digital certificates via radio frequency identification
transmission and reception. Digital certificates can be
exchanged between the digital wallets of the first and second
mobile devices using radio frequency transmission. The
method and system disclosed herein allows users equipped
with RFID enabled mobile devices to transact over a short
range without a need for connectivity to a banking infra-
structure or a central network.
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FINANCIAL TRANSACTION USING MOBILE
DEVICES

BACKGROUND

[0001] This invention, in general, relates to financial trans-
actions between two or more parties over mobile devices
and in particular relates to peer to peer financial transactions
using mobile devices that contain radio frequency identifi-
cation (RFID) with a unique identifier. In one embodiment
of the invention, this method relates to financial transactions
that involve payment for goods or services purchased.

[0002] The rapid proliferation of mobile devices with
extended computing capabilities has created a market for
mobile device based monetary transactions. New business
transaction models such as online payments, mobile bank-
ing, micro payments, credit payments, etc., are replacing
conventional cash transaction methods.

[0003] Success factors for existing electronically enabled
transactions include the capability of authentication of the
transacting parties, and the connectivity of the transacting
parties to a centralized banking infrastructure. Existing
transaction methods using mobile devices involve authenti-
cating a payer and a payee with a centralized banking
infrastructure, and sending the transaction details over a
communications network to a central server that hosts the
banking infrastructure. Thus, if two mobile devices were to
carry out transactions with each other, there is a dependency
on the communication network for authenticating and com-
municating with the banking infrastructure. Although there
is an option for the payee to transfer money to his or her
account directly through the use of net banking or mobile
banking facilities, there is a need to obtain cash electroni-
cally to his or her mobile device without having to visit the
bank, or without having to contact the banking infrastruc-
ture.

[0004] Although traditional electronic banking tools such
as credit cards or debit cards eliminate the need to carry
cash, they require connectivity to a central server for authen-
tication and transaction processing. Hence, credit cards and
debit cards are poor choices for implementing a wholly
electronic transaction method that will help customers make
business transactions irrespective of their location and the
connectivity to communication infrastructures.

[0005] Cash will continue to remain as the biggest com-
petition to credit cards, debit cards and other payment
systems. The reason for this is that cash is familiar, ubiqui-
tous and is universally accepted. However, the use of cash
for payment requires that a user either carry large amounts
of cash in their wallet, or the user make frequent trips to an
ATM or a bank. Therefore, there is an unmet market need for
enabling peer to peer cash transactions with devices that will
allow customers to transact with more ease than they would
with hard currency. Cash can also be stolen resulting in loss.
Thus, there is a need for a transaction system that protects
users from loss if the means of transactions are lost or
misappropriated.

[0006] Credit card associations such as American Express,
Visa and MasterCard are currently developing cell phone
based credit and debit payment solutions. These payments
are based on existing debit and credit networks, and allow
customers to store their debit and credit accounts in so-
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called mobile phone wallets. However, the challenge is to
create a standardized mobile wallet that could store credit
and debit numbers from all the card associations. Addition-
ally, credit card associations have difficulty in weaning
themselves away from card based payments due to branding
issues. Finally, the solutions proposed by the card associa-
tions do not target the unbanked population, i.e., users who
do not have a bank account or a credit card account. There
is a market need to address the transaction needs of the
unbanked population.

[0007] Thus, there is an unmet market need to authenticate
the payer and the payee and process transactions on a peer
to peer level without the need for connectivity to a central
server hosting a banking infrastructure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Embodiments will now be described, by way of
example only, with reference to the attached Figures.

[0009] FIG. 1 illustrates a method of conducting a trans-
action between a first RFID enabled mobile device and a
second RFID enabled mobile device in a network of a
plurality of mobile devices.

[0010] FIG. 2A illustrates a system for conducting a
transaction between a first mobile device and a second
mobile device in a network of a plurality of mobile devices.

[0011] FIG. 2B illustrates the components of the RFID
enabled mobile device.

DETAILED DESCRIPTON OF THE DRAWINGS

[0012] The method and system disclosed herein facilitates
a guaranteed payment system that allows a customer to store
monetary value on an RFID cell phone and use the system
to send or receive money from another similarly equipped
cell phone or a radio frequency identification reader/writer.
A customer first establishes a primary reserve account and
links the primary reserve account with any number of RFID
enabled cell phones. The customer may link the primary
reserve account with a debit/credit account or a pre-paid
debit card account. The purpose of the primary reserve
account is to provide immediate access to cash to make a
peer to peer micro payment, i.e., make proximity payments
even in the absence of network connectivity, or to enable
remote money transfers between two reserve accounts. The
value in the primary reserve account can either be created by
transferring money from a bank account, or by uploading
accumulated values from RFID enabled cell phones associ-
ated with the primary account.

[0013] The method and system herein allows a customer
to convert a part of the primary reserve account value into
foreign currency of choice and to set up a foreign currency
reserve account to facilitate remote or proximity payments.

[0014] The method and system herein also allows both the
banked and the unbanked population to make cell phone
based peer to peer micro payments.

[0015] The method and system herein also allows a finan-
cial transaction to be conducted between a first mobile
device and a second mobile device in a network of a
plurality of mobile devices, wherein each mobile device
contains a radio frequency identification device with an
identifier.
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[0016] The method and system herein also allows an RFID
enabled mobile device to make credit transaction with a
similar RFID enabled mobile device.

[0017] The method and system herein also allows a RFID
enabled mobile device to transact money with a RFID
enabled automated teller machine.

[0018] The method and system herein also allows users
within an organization to transact digital points using RFID
enabled mobile devices.

[0019] The method and system herein also allows an
authorized user to use a RFID enabled mobile device to
connect to the internet and conduct online transactions with
sellers via the world wide web.

[0020] The method and system herein also allows a user to
use a RFID enabled mobile device to purchase digital
content and store such content on the mobile device.
Examples of digital content include photographs, music,
games, etc.

[0021] FIG. 1 illustrates a method of conducting a trans-
action between a first RFID enabled mobile device and a
second RFID enabled mobile device in a network of plu-
rality of mobile devices.

[0022] Each RFID enabled mobile device is equipped with
a radio frequency identification module that provides a
unique identifier for each mobile device, and also serves as
a communication means for conducting a transaction
between mobile devices. The software application that per-
forms the transactions over the RFID interface is down-
loaded onto the mobile device from the software application
provider via a personal computer connected to the internet,
or directly via the web-enabled mobile device. The process
of downloading the application onto the mobile device
initializes an electronic wallet in the mobile device 101. The
users of the mobile devices are provided with digital cer-
tificates that uniquely identify each user 102. The user of the
first mobile device initiates a transaction with the second
mobile device by launching the downloaded application in
the mobile device. Upon launching the software application
in the first mobile device 103, a transaction request is sent
from the first mobile device to the second mobile device.
The transaction request includes the unique RFID identifier
and the unique digital certificate of the first mobile device.
Upon receiving the transaction request from the first mobile
device, the second mobile device checks the authenticity of
the RFID identifier sent by the first mobile device. The
digital certificate received from the first mobile device via
radio frequency communication, is verified by the second
mobile device. If the RFID identifier and the digital certifi-
cate provided by the first mobile device are determined to be
valid, the second RFID device responds by transmitting a
reply authorizing the transaction with the first mobile
device. The reply from the second mobile device includes
the unique RFID identifier and the digital certificate of the
second mobile device. The first mobile device upon receiv-
ing the RFID identifier and the digital certificate from the
second mobile device verifies the authenticity of the RFID
identifier and the digital certificate of the second mobile
device 105. If the RFID identifier and the digital certificate
provided by the second mobile device are determined to be
valid, the first mobile device authenticates the transaction
with the second mobile device. Upon confirming the identity

Nov. 15, 2007

of the second mobile device, the user of the first mobile
device provides information on the transaction, for example,
the user of the first mobile device inputs the amount of
digital value points that is to be transferred from the first
mobile device to the second mobile device. The input to the
first or second mobile device can be one or more of the
following modes: keypad input, voice input, haptic input, or
input through a stylus.

[0023] The user of the second mobile device then confirms
the request to transfer the digital value points to the second
mobile device. Upon receiving the confirmation from the
second mobile device to transfer digital value points to the
second mobile device, the first mobile device transfers the
digital value points specified by the user of first mobile
device to the second mobile device 106. After the transaction
between the first mobile device and the second mobile
device is complete, the balance of digital points in the
electronic digital wallets of first and second mobile devices
are updated 107.

[0024] The following example illustrates the process of
transacting cash between two mobile devices among a
plurality of mobile devices. Consider two users A and B with
cell phones, each equipped with a unique radio frequency
identification device with the downloaded software applica-
tion. User A and user B are connected to a global system for
mobile (GSM) based communications network; in addition,
they can communicate with each other in near range using
RFID. The communications network is in communication
with the internet that hosts servers for the banking infra-
structure and the software application provider. The soft-
ware application provider provides the application that is
used to manage the process of conducting a transaction
between the RFID enabled cell phones. The users need to
register with the software application provider prior to
downloading and installing the software application onto
their cell phones. User A and user B then download the
application from the software provider onto their cell
phones. Each user is then assigned a primary account that
links to the corresponding mobile wallet of each user’s cell
phone. After the users have registered with the software
application provider, the software application provider
assigns to each mobile device a unique digital certificate that
is downloaded and stored in the cell phones.

[0025] When user A wishes to conduct a transaction with
user B, user A and user B launch the software application on
their respective cell phones. After the application is
launched on both the mobile devices, the cell phone of user
A transmits via radio frequency, the unique RFID identifier
and the digital certificate to validate its identity with the cell
phone of user B. The cell phone of user B receives the RFID
identifier and the digital certificate from mobile phone of
user A, and upon authenticating the cell phone of user A,
transmits its own unique RFID identifier and digital certifi-
cate via radio frequency to the cell phone of user A. Upon
successful validation of both the cell phones, user A types in
a personal identification number (PIN) and enters, for
example, $20 to be sent user B. When user A confirms the
transfer of cash to user B, the software application in the cell
phone of user A checks with the electronic digital wallet of
A to check if the $20 monetary value is available in its
electronic digital wallet. If money is available in the elec-
tronic digital wallet of user A, the application in cell phone
A scans for cell phone B, and locks in on the radio frequency
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of cell phone B. Upon locking, a message is transmitted
from cell phone A to cell phone B indicating an incoming
payment and the amount of the payment. Upon receiving the
message, the user of cell phone B accepts or declines the
payment. The software application in the mobile phone of
user B provides options for user B to accept or decline the
payment that is being transmitted by user A. If the payment
is accepted by the user B on his/her cell phone, a message
is displayed on the cell phone of user A to confirm the
payment to user B. When user A confirms payment, a
message is displayed on both the cell phones of A and B that
a payment has been made or received. The electronic digital
wallets of cell phones A and B are immediately updated to
reflect a debit and a credit, respectively.

[0026] Inthe event $20is not available in the digital wallet
of user A, or in the primary reserve account of user A, the
application prompts user A to download cash using a debit/
credit card or a pre-paid debit card linked to the primary
account. If user A chooses to download cash onto the cell
phone using a debit/credit card or a pre-paid debit card, then
user A chooses the debit or a pre-paid debit card account and
the corresponding PIN assigned to the debit/credit card, or
the pre-paid debit card by the card issuer into the application
to enable a withdrawal. This withdrawal can be effected by
logging on and transacting to a banking system server via the
internet, using the GSM communication link.

[0027] The following example illustrates the method and
the system of this invention in a corporate network of mobile
devices. The digital value points exchanged between two or
more radio frequency identification enabled mobile devices
is limited for use within the organization. Digital value
points are first transferred to the mobile devices by a
corporate administrator. The corporate administrator is also
responsible for providing the application software and the
digital certificates that uniquely identify each user of the
network. The digital points can be exchanged for goods or
services authorized by the corporation or organization.

[0028] FIG. 2A illustrates a system for conducting a
transaction between a first mobile device and a second
mobile device in a network of a plurality of mobile devices.
The system comprises of a plurality of mobile devices 201
and 202, each equipped with radio frequency identification
(RFID) and connected to a communication network 203.
The communication network 203, the software application
provider 206 and the banking infrastructure 205 are con-
nected to the internet 204.

[0029] Each RFID enabled mobile device is equipped with
a radio frequency identification device with an identifier that
uniquely identifies each mobile device. The software appli-
cation necessary for performing the transactions over the
RFID interface is downloaded onto the mobile device from
the software application provider 206. The process of down-
loading the application onto the mobile device initializes an
electronic digital wallet on the mobile device. The users of
the mobile devices are provided digital certificates by the
software application provider that uniquely identifies each
user of the system. Each mobile device is further provided
with a primary account 205a that is linked to the customer
account 205h. Each customer account 2055 is associated
with a unique customer. Each primary account 205a can be
configured to be used by a plurality of users, each equipped
with a mobile device.
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[0030] The communication network is inclusive of, but
not restricted to systems, for example, a wireless, global
system for mobile communications (GSM), code division
multiple access and satellite communication system net-
work, for example the ORBCOMM® communication sys-
tem of ORBCOMM, Inc., etc.

[0031] FIG. 2b illustrates the components of the mobile
device. Each mobile device contains a radio frequency
identification device with a unique identifier. The mobile
device 201 comprises of a RFID reader and writer 2014,
RFID transmitter, RFID receiver, digital wallet 2015,
memory within the digital wallet 2015 for storing transac-
tion information, an authentication module 201¢, an update
module 2014, a certificate module 201 and the typical
communication and computation modules that are contained
in cell phones.

[0032] The RFID reader and writer 201a is capable of
accepting data or writing data onto a RFID device. When an
amount of digital points is transferred to the first mobile
device 201 from the second mobile device 202, the RFID
reader 201a receives the data from the second mobile device
202. The RFID reader and writer 201¢ is in communication
with the digital wallet 2015 and the authentication module
201c. The digital points from the second mobile device 202
downloaded from a reserve account or received from
another mobile device, are stored in the digital wallet 2015
as a result of this transaction.

[0033] The authentication module 201c is responsible for
validating the identity of the transacting mobile device. The
authentication module is connected to the RFID reader and
writer 2014, the electronic wallet 2015, and the certificate
module 201e. The authentication module further contains a
database for storing digital certificates and RFID identifier
information of mobile devices that are permitted to perform
transactions or an algorithm to verify that the digital cer-
tificates or the RFID identifier of the transacting device is
valid. Mobile devices that may conduct peer to peer trans-
actions are registered with the software application provider.
Whenever a first mobile device 201 initiates a transaction
with a second mobile device, the authentication module
provides the unique identifier and the digital certificate of
the mobile device 201 to the RFID transmitter of the mobile
device. The RFID transmitter then transmits the authentica-
tion information via radio frequency to the second mobile
device. If the second mobile device 202 validates the iden-
tity of the mobile device 201 and replies with its own unique
identifier through its RFID transmitter, the first mobile
device compares the identifier and the digital certificate
provided by the second mobile device 202 to the identifier
and the digital certificate stored within the certificate module
201e of the first mobile device 201. The authentication
module 201¢, may also verify the validity of the digital
certificate and the unique identifier.

[0034] The update module 2014 updates the digital wallet
in the mobile device 201 after the completion of a transac-
tion. After the first mobile device 201 has completed a
transaction with a second mobile device 202 either by
transferring an amount of digital points or by receiving
digital points from a second mobile device 202, the update
module 2014 calculates the amount of digital points received
or transferred and thereafter deducts or credits that amount
from the digital wallet in the first mobile device 201.












