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57 ABSTRACT

A method and a wireless access interface selection and
monitoring system (WAISMS) for dynamically selecting
and monitoring wireless communication interfaces (WCls)
associated with wireless access points (WAPs) in a wireless
access network for offloading data from a cellular wireless
communication (CWC) interface in a CWC network to the
selected WClIs are provided. The WAISMS generates and
dynamically updates network latency information (NLI) by
measuring latency on a cellular wireless network interface
and the WCls based on network node information received
from the WAPs. The WAISMS receives and processes a
request from a cellular wireless access data offload system
(CWADOS), selects a first WCI (FWCI) and a second WCI
(SWCI) based on predetermined interface selection criteria
and interface selection information, generates and transmits
a notification of the selected FWCI and SWCI to the
CWADOS for offloading data packets, iteratively monitors
the WCls, and dynamically updates the NLI for selecting
subsequent WCls.

27 Claims, 6 Drawing Sheets
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101
]

GENERATE NETWORK LATENCY INFORMATION BY MEASURING LATENCY
ON AN S1-U INTERFACE BETWEEN THE BASE STATION AND A CORE
NETWORK OF THE LONG TERM EVOLUTION (LTE) NETWORK FOR EACH
BEARER ON THE S1-U INTERFACE USING ONE OR MORE NETWORK
PROTOCOL PROCEDURES

102
y i

RECEIVE AND STORE NETWORK NODE INFORMATION FROM EACH OF THE
Wi-F1 ACCESS POINTS IN THE Wi-Fi ACCESS NETWORK OVER A WIRELESS
COMMUNICATION PROTOCOL

I Ik

DYNAMICALLY UPDATE THE GENERATED NETWORK LATENCY
INFORMATION BY MEASURING LATENCY BETWEEN THE BASE STATION AND
EACH OF THE Wi-Fi ACCESS POINTS IN THE Wi-Fi ACCESS NETWORK USING
THE RECEIVED AND STORED NETWORK NODE INFORMATION AND ONE OR
MORE NETWORK PROTOCOL PROCEDURES

194

RECEIVE AND PROCESS A REQUEST COMPRISING INTERFACE SELECTION
INFORMATION FROM THE CELLULAR WIRELESS ACCESS DATA OFFLOAD
SYSTEM (CWADQS)

v 105
e
SELECT A FIRST Wi-Fi INTERFACE BETWEEN THE USER DEVICE AND ONE OF

THE Wi-Fi ACCESS POINTS IN THE Wi-Fi ACCESS NETWORK, AND A SECOND

Wi-Fi INTERFACE BETWEEN ANOTHER Wi-Fi ACCESS POINT AND THE BASE
STATION BASED ON PREDETERMINED INTERFACE SELECTION CRITERIA
AND THE INTERFACE SELECTION INFORMATION FOR OFFLOADING THE

DATA PACKETS

106
y <
GENERATE AND TRANSMIT A NOTIFICATION OF THE SELECTED FIRST Wi-Fi

INTERFACE AND THE SELECTED SECOND Wi-Fi INTERFACE TO THE CWADOS
TO ALLOW THE CWADOS TO OFFLOAD DOWNLINK DATA PACKETS TO THE
SELECTED FIRST Wi-Fi INTERFACE VIA THE SELECTED SECOND Wi-Fi
INTERFACE

, 107

ITERATIVELY MONITOR THE Wi-Fi INTERFACES ASSOCIATED WITH THE Wi-
Fi ACCESS POINTS IN THE Wi-Fi ACCESS NETWORK AND DYNAMICALLY
UPDATE THE NETWORK LATENCY INFORMATION FOR SELECTING
SUBSEQUENT Wi-Fi INTERFACES IN THE Wi-Fi ACCESS NETWORK FOR
OFFLOADING THE DOWNLINK DATA PACKETS

FIG. 1
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201
.| INDICATE TO THE CELLULAR WIRELESS ACCESS DATA OFFLOAD </
SYSTEM (CWADOS) THAT ONE OR BOTH OF A SUITABLE Wi-Fi

ACCESS POINT (Wi-Fi AP) AND SUITABLE ASSOCIATED Wi-Fi
INTERFACES ARE UNAVAILABLE

v 202
RECEIVE A REQUEST FOR SELECTING A Wi-Fi AP AND ASSOCIATED -/
Wi-Fi INTERFACES WITH A LIST OF Wi-Fi APs, MEASUREMENTS FOR

EACH Wi-Fi AP, AND QOS REQUIREMENTS

Wi-Fi AP AND
ASSOCIATED Wi-Fi INTERFACES
FOUND BY THE WIRELESS ACCESS
INTERFACE SELECTION AND
MONITORING SYSTEM (WAISMS) BASED
ON PREDETERMINED INTERFACE
SELECTION
CRITERIA?

204

ACKNOWLEDGE THE REQUEST POSITIVELY AND INDICATE THE
SELECTED Wi-Fi AP AND ASSOCIATED Wi-Fi INTERFACES

t 205

.| CONTINUE EVALUATING THE Wi-Fi AP AND THE ASSOCIATED WI-FI
4 INTERFACES FOR MEETING THE PREDETERMINED INTERFACE
SELECTION CRITERIA

DO THE Wi-Fi AP AND
ASSOCIATED Wi-Fi
INTERFACES EVALUATED BY
THE WAISMS MEET THE
PREDETERMINED INTERFACE
SELECTION CRITERIA?

206

FIG. 2
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DYNAMIC SELECTION AND MONITORING
OF WIRELESS COMMUNICATION
INTERFACES FOR CELLULAR WIRELESS
ACCESS DATA OFFLOAD IN A WIRELESS
ACCESS NETWORK

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority to and the benefit of the
non-provisional patent application number 201641012743
titled “Dynamic Selection And Monitoring Of Wireless
Communication Interfaces For Cellular Wireless Access
Data Offload In A Wireless Access Network”, filed in the
Indian Patent Office on Apr. 12, 2016. The specification of
the above referenced patent application is incorporated
herein by reference in its entirety.

BACKGROUND

Following the introduction of long term evolution (LTE)
technology, which is marketed as an advanced fourth gen-
eration mobile cellular network technology, there is an
increased demand for wirelessly accessing internet
resources. There is also an increase in the number of mobile
broadband devices, for example, smartphones, feature
phones, tablets, etc., used for accessing the internet
resources. The increased demand to access the internet
resources and to service the increased number of mobile
broadband devices has led to network congestion and dete-
rioration of network quality. Network congestion results, for
example, from signalling overload and data overload on a
cellular wireless communication network. The signalling
overload results from polling of the cellular wireless com-
munication network by the mobile broadband devices for
updated information related to downloaded applications.
The data overload results from proliferation of mobile
broadband devices and unlimited mobile data bundles
offered by cellular network operators. Moreover, increased
data traffic on the cellular wireless communication network
poses challenges to a backhaul between a base station and
the cellular wireless communication network.

Measures are implemented by cellular network operators
to ensure resilience of cellular wireless communication
networks to cope with the increasing demand of data usage
from mobile broadband devices. For example, for signalling
overload, mechanisms are devised to control the frequency
of switching of a mobile broadband device between an idle
mode and an active mode. Data offloading is one of the
strategies for reducing network congestion to resolve the
issue of data overload along with scaling and optimisation of
the cellular wireless communication network. Apart from
reducing congestion in the cellular wireless communication
network, data offloading also provides cost savings on
mobile data services and higher bandwidth availability to
users. To cater to the explosion in mobile data traffic, there
is a need for offloading data from a licensed spectrum to an
unlicensed spectrum. Various options for offloading data are
available to the cellular network operators. Of the available
technologies for data offloading from the cellular wireless
communication network, a wireless network that imple-
ments Wi-Fi® of Wi-Fi Alliance Corporation, herein
referred to as a “Wi-Fi network”, is the choice for offloading
data as Wi-Fi technology is ubiquitous, implemented on
mobile broadband devices, and works on the unlicensed
spectrum.
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In a typical cellular wireless communication network
setup, user devices communicate with core network ele-
ments of the cellular wireless communication network via a
radio base station to access the internet and intranet for data.
A cellular wireless communication interface between the
user device and the base station is a wireless wide area
network (WWAN) interface, for example, a long term evo-
Iution (LTE) interface. Mobile data is transmitted and
received in the form of data packets in the cellular wireless
communication network. With the increase in the data traffic
in the cellular wireless communication network, the base
station offloads the data to wireless communication inter-
faces of the Wi-Fi network, herein referred to as “Wi-Fi
interfaces”, between user devices and wireless access points
of the Wi-Fi network herein referred to as “Wi-Fi access
points”.

A backhaul between the base station and a core network
ofthe cellular wireless communication network is wired and
employs physical media comprising, for example, copper
wires, hybrid fiber-coaxial cables, and single-mode and
multimode fiber optic cables. There is a need to setup a
network where the backhaul may not be available and where
it may not be possible to install base stations or wireless
access points, for example, Wi-Fi access points at specific
locations, for example, emergency public safety networks,
stadiums, other venues where a large number of persons are
present, and for connecting user devices to the internet
where the locations of the user devices make it difficult to
install the base station at an optimal location or to have a
typical wired backhaul to the core network. With the expo-
nential growth in high speed mobile data traffic, wireless
backhaul is preferred by cellular network operators, for
example, in emergency public safety networks, stadiums,
and other venues where a large number of persons are
present, because the wireless backhaul allows base stations
to be installed in locations where wired connections are not
available. The wireless backhaul results in low operating and
maintenance costs to the cellular network operators while
providing mobile data services to remote or ad hoc locations.
Wireless backhauls utilize wireless solutions, for example,
Wi-Fi® and worldwide interoperability for microwave
access (WIMAX®) of the WIMAX forum. Wi-Fi backhauls
allow multi-hop communication for long distance commu-
nication and result in low operating costs. Wi-Fi backhauls
are used, for example, where a wired backhaul connection is
not feasible and where base station installation or Wi-Fi
access point installation is not feasible at certain locations,
for example, at stadiums, venues where a large number or
persons are present, emergency public safety networks, etc.
The recent technology of the internet of things is possible
with the Wi-Fi backhaul that allows the base station to be
installed closer to the user devices that may be present in
inaccessible locations. These user devices may not have
battery replacement options and hence require an extended
battery life to communicate with the base station. The base
station is therefore required to be installed closer to the user
devices so that the user devices do not expend a lot of power
to transmit data to the base station.

Since the backhaul demands multiple hops over large
distances and since installation of base stations at flexible
locations is a pressing need, there is a need for deploying
wireless access networks, for example, Wi-Fi access net-
works to address the Wi-Fi backhaul need. In a Wi-Fi access
network, multiple Wi-Fi access points are connected to each
other over Wi-Fi interfaces in a topology, for example, a
mesh topology. These Wi-Fi access points route data packets
between user devices and the base station and use a Wi-Fi
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backhaul to the core network. Wi-Fi access networks,
because of their flexible architecture, reduce the investment
cost for building infrastructure with Wi-Fi access points that
cover areas to be served by cellular network operators. Wi-Fi
access networks forward data packets over large distances
by splitting the distance into a series of short hops between
intermediate nodes, that is, intermediate Wi-Fi access points.
The intermediate Wi-Fi access points in the Wi-Fi access
network boost the Wi-Fi signal and route data packets in the
Wi-Fi access network.

There is a need to address multiple aspects of implemen-
tation of offloading mobile data from a cellular wireless
communication interface, for example, the long term evo-
Iution (LTE) interface, of the cellular wireless communica-
tion network to Wi-Fi interfaces associated with Wi-Fi
access points of the Wi-Fi access network. One aspect is
deployment of Wi-Fi access points outdoors. The cost of
developing or leasing infrastructure to deploy Wi-Fi access
points affects the installation cost of the Wi-Fi access
network and affects the backhaul choice. Another require-
ment for offloading mobile data from the LTE interface to
the Wi-Fi interfaces associated with the Wi-Fi access points
of the Wi-Fi access network is seamless switching between
the cellular wireless communication network and the Wi-Fi
access network and smooth routing of data traffic in the
Wi-Fi access network. An additional aspect of concern is
battery consumption of user devices located in inapproach-
able locations for communicating with the base station of the
cellular wireless communication network.

Moreover, there are challenges in mechanisms that imple-
ment offloading of mobile data from the cellular wireless
communication interface to wireless interfaces of a hetero-
geneous wireless access network. A heterogeneous wireless
access network is a wireless access network that employs
devices that use different radio access technologies, for
example, Wi-Fi®, Bluetooth® of Bluetooth Sig, Inc., etc.
These devices act as intermediate nodes in the heteroge-
neous wireless access network and communicate with each
other over heterogeneous wireless interfaces, for example, a
Wi-Fi interface, a Bluetooth interface, etc. On using a
heterogeneous wireless access network to offload mobile
data, the mobility of a user device is constrained and leads
to significant delays in data routing. In a heterogeneous
wireless access network, user devices are intended to remain
in close vicinity to the intermediate nodes, for example, the
wireless access points of the heterogeneous wireless access
network while using mobile data services, to avoid draining
of the battery of each user device. Employing a Wi-Fi access
network will counter mobility issues of user devices while
offloading mobile data. A Wi-Fi access network operates in
a homogeneous manner, where all the intermediate nodes,
for example, the Wi-Fi access points within the Wi-Fi access
network communicate with each other using a Wi-Fi proto-
col. In a typical cellular wireless communication network,
cellular network operators that manage offloading of the
mobile data to Wi-Fi interfaces of the Wi-Fi access network
are not aware of traffic conditions on the Wi-Fi interfaces of
the Wi-Fi access network. Offloading of mobile data to a
Wi-Fi interface with heavy load causes congestion in the
Wi-Fi access network. The congestion in the Wi-Fi access
network induces latency in routing of data packets between
the core network and the user device. This will result in a
poor user experience in streaming related applications. To
offload and route mobile data from a cellular wireless
communication network to a homogeneous Wi-Fi access
network, there is a need for a selection mechanism in the
Wi-Fi access network that interacts with a data offload

10

25

40

45

50

55

4

system to optimally select wireless communication inter-
faces, where the selection mechanism possesses knowledge
of routes and hops in the Wi-Fi access network and decides
on an optimal path to route the mobile data to a destination.

Hence, there is a long felt need for a method and a system
for dynamically selecting and monitoring one or more
wireless communication interfaces, for example, Wi-Fi
interfaces associated with one or more Wi-Fi access points
in a Wi-Fi access network for offloading data from a cellular
wireless communication interface between a user device and
a base station in a cellular wireless communication network
to the selected Wi-Fi interfaces in the Wi-Fi access network
to meet quality of service requirements of the data. More-
over, there is a need for a method and a system for allowing
offloading of data from a cellular wireless communication
interface to Wi-Fi interfaces in a Wi-Fi access network by
optimally routing the data between nodes, that is, between
the Wi-Fi access points in the Wi-Fi access network based on
the latency permissible to the data packets being forwarded
and the number of hops between intermediate Wi-Fi access
points in the Wi-Fi access network required for the for-
warded data packets to reach a destination. Furthermore,
there is a need for a method and a system for allowing
offloading of data from the cellular wireless communication
interface in the cellular wireless communication network to
the Wi-Fi interfaces in the Wi-Fi access network while
supporting mobility of user devices and data offloading due
to wide geographical area coverage by the Wi-Fi access
network and reducing power consumption of the user
devices by using base stations and Wi-Fi access points
installed closer to the user devices.

SUMMARY OF THE INVENTION

This summary is provided to introduce a selection of
concepts in a simplified form that are further disclosed in the
detailed description of the invention. This summary is not
intended to determine the scope of the claimed subject
matter.

The method and the system disclosed herein address the
above mentioned need for dynamically selecting and moni-
toring one or more wireless communication interfaces asso-
ciated with one or more of multiple wireless access points in
a wireless access network for offloading data from a cellular
wireless communication interface between a user device and
a base station in a cellular wireless communication network
to the selected wireless communication interfaces in the
wireless access network to meet quality of service require-
ments of the data. The cellular wireless communication
interface is a wireless wide area network (WWAN) interface
of the cellular wireless communication network that imple-
ments, for example, a long term evolution (LTE) technology,
and is herein referred to as an “LTE interface”. The wireless
access network is a communication network of wireless
access points with wireless communication interfaces
between the wireless access points. The wireless access
network implements, for example, Wi-Fi® of Wi-Fi Alliance
Corporation, and is herein referred to as a “Wi-Fi access
network”. The wireless access points in the Wi-Fi access
network are herein referred to as “Wi-Fi access points”. The
wireless communication interfaces are wireless local area
network (WLAN) interfaces that implement, for example,
Wi-Fi® of Wi-Fi Alliance Corporation, and are herein
referred to as the “Wi-Fi interfaces”. The method and the
system disclosed herein also perform optimal routing of data
between nodes, that is, between the Wi-Fi access points in
the Wi-Fi access network based on the latency permissible
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to the data packets being forwarded and the number of hops
between intermediate Wi-Fi access points in the Wi-Fi
access network required for the forwarded data packets to
reach a destination. Furthermore, the method and the system
disclosed herein support mobility of user devices and data
offloading due to wide geographical area coverage by the
Wi-Fi access network and reduce power consumption of the
user devices by using base stations and Wi-Fi access points
that may now be installed in locations that are much closer
to the user devices, even if a wired connection is not
available at those locations.

The method disclosed herein employs a wireless access
interface selection and monitoring system (WAISMS) com-
municatively coupled to a cellular wireless access data
offload system (CWADOS) and implemented in a base
station of the cellular wireless communication network, for
dynamically selecting and monitoring one or more Wi-Fi
interfaces associated with one or more Wi-Fi access points
in the Wi-Fi access network for offloading data from the long
term evolution (LTE) interface between a user device and
the base station in the cellular wireless communication
network to the selected Wi-Fi interfaces. The WAISMS
generates network latency information by measuring latency
on a cellular wireless network interface between the base
station and a core network of the cellular wireless commu-
nication network for each bearer on the LTE interface using
one or more network protocol procedures, for example, an
internet control message protocol (ICMP) echo procedure.
The base station is connected to the core network over the
Wi-Fi access network. The cellular wireless network inter-
face is, for example, a user plane of an S1 interface, herein
referred to as the “S1-U interface”. The WAISMS receives
and stores network node information from each of the Wi-Fi
access points in the Wi-Fi access network over a wireless
communication protocol, for example, a user datagram
protocol (UDP), a transmission control protocol (TCP), or
an internet protocol (IP). The WAISMS dynamically updates
the generated network latency information by measuring
latency between the base station and each of the Wi-Fi
access points in the Wi-Fi access network using the received
and stored network node information and one or more
network protocol procedures, for example, the ICMP echo
procedure.

The wireless access interface selection and monitoring
system (WAISMS) receives and processes a request com-
prising interface selection information from the cellular
wireless access data offload system (CWADOS). The
WAISMS selects a first Wi-Fi interface between the user
device and a Wi-Fi access point in the Wi-Fi access network,
and a second Wi-Fi interface between another Wi-Fi access
point and the base station based on predetermined interface
selection criteria and the interface selection information for
offloading data packets. The WAISMS generates and trans-
mits a notification of the selected first Wi-Fi interface and
the selected second Wi-Fi interface to the CWADOS to
allow the CWADOS to offload downlink data packets to the
selected first Wi-Fi interface via the selected second Wi-Fi
interface. The WAISMS iteratively monitors the Wi-Fi inter-
faces associated with the Wi-Fi access points in the Wi-Fi
access network and dynamically updates the network
latency information for selecting subsequent wireless com-
munication interfaces in the Wi-Fi access network for
offloading the downlink data packets.

In one or more embodiments, related systems comprise
circuitry and/or programming for effecting the methods
disclosed herein; the circuitry and/or programming can be
any combination of hardware, software, and/or firmware
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6

configured to effect the methods disclosed herein depending
upon the design choices of a system designer. Also, various
structural elements can be employed depending on the
design choices of the system designer.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing summary, as well as the following detailed
description of the invention, is better understood when read
in conjunction with the appended drawings. For the purpose
of illustrating the invention, exemplary constructions of the
invention are shown in the drawings. However, the invention
is not limited to the specific methods and components
disclosed herein. The description of a method step or a
component referenced by a numeral in a drawing is appli-
cable to the description of that method step or component
shown by that same numeral in any subsequent drawing
herein.

FIG. 1 illustrates a method for dynamically selecting and
monitoring one or more wireless communication interfaces
associated with one or more of multiple wireless access
points in a wireless access network for offloading data from
a cellular wireless communication interface between a user
device and a base station in a cellular wireless communica-
tion network to the selected wireless communication inter-
faces.

FIG. 2 exemplarily illustrates a flowchart comprising
steps performed by a wireless access interface selection and
monitoring system for dynamically selecting and monitoring
wireless access points and associated wireless communica-
tion interfaces in a wireless access network for offloading
data from a cellular wireless communication interface
between a user device and a base station in a cellular
wireless communication network to the selected wireless
communication interfaces.

FIG. 3A exemplarily illustrates a long term evolution and
Wi-Fi access network based communication system, show-
ing multiple Wi-Fi access points in a Wi-Fi access network.

FIG. 3B exemplarily illustrates an embodiment of the
long term evolution and Wi-Fi access network based com-
munication system, showing multiple Wi-Fi access points in
a Wi-Fi access network.

FIG. 3C exemplarily illustrates another embodiment of
the long term evolution and Wi-Fi access network based
communication system, showing multiple Wi-Fi access
points in a Wi-Fi access network.

FIG. 4 exemplarily illustrates a block diagram of a base
station comprising the wireless access interface selection
and monitoring system for dynamically selecting and moni-
toring one or more wireless communication interfaces asso-
ciated with one or more of multiple wireless access points in
a wireless access network for offloading data from a cellular
wireless communication interface between a user device and
a base station in a cellular wireless communication network
to the selected wireless communication interfaces.

DETAILED DESCRIPTION OF THE
INVENTION

FIG. 1 illustrates a method for dynamically selecting and
monitoring one or more wireless communication interfaces
associated with one or more of multiple wireless access
points in a wireless access network for offloading data from
a cellular wireless communication interface between a user
device and a base station in a cellular wireless communica-
tion network to the selected wireless communication inter-
faces. As used herein, “wireless communication interfaces”
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refer to wireless local area network (WLAN) interfaces that
implement, for example, Wi-Fi® of Wi-Fi Alliance Corpo-
ration. For purposes of illustration, the wireless communi-
cation interfaces are hereafter referred to as “Wi-Fi inter-
faces”. Also, as used herein, “wireless access point” refers to
a networking hardware device that allows wireless connec-
tions and routing of data between the base station and the
user device. The wireless access point implements, for
example, Wi-Fi® of Wi-Fi Alliance Corporation, and allows
Wi-Fi connections and routing of data between the base
station and the user device. For purposes of illustration, the
wireless access point is hereafter referred to as a “Wi-Fi
access point (Wi-Fi AP)”. Also, as used herein, “cellular
wireless communication network”™ refers to a telecommuni-
cations network that uses wireless data connections for
connecting network nodes, for example, Wi-Fi access
points, and enabling telecommunications between the net-
work nodes. The cellular wireless communication network
implements, for example, a long term evolution (LTE)
technology, and for purposes of illustration, is hereafter
referred to as an “LTE network”. Also, as used herein,
“cellular wireless communication interface” refers to a wire-
less wide area network (WWAN) interface of the cellular
wireless communication network between a user device and
a base station of the cellular wireless communication net-
work. The cellular wireless communication interface in the
LTE network is hereafter referred to as an “LTE interface”.
LTE is a wireless communication technology that supports
high speed data for user devices, for example, mobile
devices, smartphones, etc.

Also, as used herein, “wireless access network™ refers to
a communications network of wireless nodes, for example,
the Wi-Fi access points, organized in a topology to provide
wireless data services to user devices. For purposes of
illustration, the wireless access network comprising, for
example, the Wi-Fi access points, is hereafter referred to as
a “Wi-Fi access network”. The Wi-Fi access points in the
Wi-Fi access network communicate with each other over the
Wi-Fi interfaces. The Wi-Fi access points in the Wi-Fi
access network can be organized in different network topolo-
gies, for example, a fully connected mesh topology, a
partially connected mesh topology, a daisy chain topology,
and a star topology. The fully connected mesh topology is a
network topology where all the Wi-Fi access points of the
Wi-Fi access network are connected by direct links. The
partially connected mesh topology is a network topology
where some Wi-Fi access points in the Wi-Fi access network
are connected to more than one other Wi-Fi access point in
the Wi-Fi access network with a point-to-point link. The
daisy chain topology is a network topology where the Wi-Fi
access points in the Wi-Fi access network are connected one
after another in a sequence, or a series, or a ring. The star
topology is a network topology where the Wi-Fi access
points in the Wi-Fi access network are connected to a central
Wi-Fi access point.

Also, as used herein, “offloading” comprising, for
example, mobile data offloading or Wi-Fi offloading refers to
delivering data targeted for cellular wireless communication
networks using complementary network technologies, for
example, Wi-Fi® of Wi-Fi Alliance Corporation. Also, as
used herein, “data” refers to information that is generated,
stored, or transmitted in a digital format by a processor
capable of executing computer program instructions for
processing the information. The data is, for example, mobile
data comprising audio data, video data, games, images,
applications from the Internet on a mobile device, etc.
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For purposes of illustration, the detailed description refers
to the wireless communication interfaces, the wireless
access points, the wireless access network, the cellular
wireless communication interface, and the cellular wireless
communication network as the Wi-Fi interfaces, the Wi-Fi
access points, the Wi-Fi access network, the long term
evolution (LTE) interface, and the LTE network respec-
tively; however the scope of the method and the system
disclosed herein is not limited to the wireless communica-
tion interfaces, the wireless access points, the wireless
access network, the cellular wireless communication inter-
face, and the cellular wireless communication network being
the Wi-Fi interfaces, the Wi-Fi access points, the Wi-Fi
access network, the long term evolution (LTE) interface, and
the LTE network respectively, but may be extended to
include other wireless local area network (WLAN) inter-
faces, wireless access points, wireless access networks,
wireless wide area network (WWAN) interfaces, and cellu-
lar wireless communication networks respectively.

The method disclosed herein employs a wireless access
interface selection and monitoring system (WAISMS)
implemented in the base station of the long term evolution
(LTE) network for dynamically selecting and monitoring
one or more Wi-Fi interfaces associated with one or more of
multiple Wi-Fi access points in the Wi-Fi access network for
offloading data from an LTE interface between a user device
and the base station in the LTE network to the selected Wi-Fi
interfaces. In an embodiment, the WAISMS is communica-
tively coupled to a cellular wireless access data offload
system (CWADOS) in the base station. In another embodi-
ment, the WAISMS communicates with the CWADOS posi-
tioned external to the base station. The CWADOS offloads
data from the LTE interface in the LTE network to Wi-Fi
interfaces associated with Wi-Fi access points in the Wi-Fi
access network. The base station in the LTE network relays
data between the user device and the core network of the
LTE network. The base station in the LTE network is an LTE
evolved Node B (LTE eNodeB).

In the method disclosed herein and illustrated in FIG. 1,
the wireless access interface selection and monitoring sys-
tem (WAISMS) generates 101 network latency information
by measuring latency on a cellular wireless network inter-
face between the base station and the core network of the
long term evolution (LTE) network for each bearer on the
cellular wireless network interface using one or more net-
work protocol procedures after establishing a bearer on the
cellular wireless network interface. As used herein, “cellular
wireless network interface” refers to an interface between
the base station and the core network in the LTE network and
is referred to as a “user plane of an S1 interface”. The user
plane of an S1 interface is hereafter referred to as an “S1-U
interface”. Also, as used herein, “bearer”, also referred to as
a “logical bearer” or a “radio bearer” refers to a carrier of
data packets in the LTE network between the user device and
the core network. Also, as used herein, “data packets” refers
to data in the LTE network that is received and transmitted
in the form of packets. Different bearers are used to transmit
data packets over different interfaces of the LTE network. A
bearer on the LTE interface is, for example, a data radio
bearer. A bearer of the S1-U interface is a user plane bearer
on the S1 interface, that is, an S1-U bearer. An S1-U bearer
corresponds to a general packet radio service (GPRS) tun-
neling protocol (GTP) tunnel on the S1 interface. Also, as
used herein, “latency on the cellular wireless network inter-
face” refers to time taken for a data packet on the cellular
wireless network interface in the LTE network to reach a
destination, for example, the core network, from a sender,
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for example, the base station. The base station is connected
to the core network over the Wi-Fi access network compris-
ing the Wi-Fi access points, the Wi-Fi interfaces, and the
S1-U interface.

The wireless access interface selection and monitoring
system (WAISMS) measures the latency on the S1-U inter-
face after a data network connection is established between
the user device and the long term evolution (LTE) network
by the user device. A bearer for the data network connection
in the LTE network is, for example, an evolved radio access
bearer. The data network connection in the LTE network is
referred herein as a “packet data network (PDN) connec-
tion”. The PDN connection comprises one or more bearers.
An LTE PDN connection has at least one data radio bearer
referred to as a “default radio bearer”, and in an embodi-
ment, has additional data radio bearers referred to as “dedi-
cated bearers”. Each bearer in a data network has a corre-
sponding bearer on the LTE interface. That is, a data radio
bearer of the LTE interface has a corresponding evolved
radio access bearer. The WAISMS periodically measures the
latency on the S1-U interface between the base station and
the core network for each S1-U bearer after an S1-U bearer
corresponding to an evolved radio access bearer is estab-
lished.

The latency on the S1-U interface between the base
station and the core network for each bearer on S1-U
interface constitutes the network latency information. The
network protocol procedures comprise, for example, an
internet control message protocol (ICMP) echo procedure.
The wireless access interface selection and monitoring sys-
tem (WAISMS) periodically measures the latency on the
S1-U interface between the base station and the core net-
work using the ICMP echo procedure. The ICMP echo
procedure involves sending an ICMP echo request packet to
a destination, for example, a Wi-Fi access point, and receiv-
ing an ICMP echo reply from the destination. A sender of the
ICMP echo request packet, that is, the WAISMS, measures
the time elapsed between sending the ICMP echo request
packet and receiving the ICMP echo reply. The time elapsed
is referred to as a round-trip-time (RTT). The latency from
the WAISMS to the Wi-Fi access point is then assumed to be
half of the round-trip-time. For example, the WAISMS
originates an ICMP echo request packet to one of the Wi-Fi
access points, for example, Wi-Fi access point]l (Wi-Fi AP1)
in the Wi-Fi access network between the base station and the
core network and starts a timer. The WAISMS receives an
ICMP echo reply after 40 milliseconds (ms). Therefore, the
round-trip-time is 40 ms and the latency from the base
station to the Wi-Fi AP1 is 40/2=20 ms.

The wireless access interface selection and monitoring
system (WAISMS) receives and stores 102 network node
information from each of the Wi-Fi access points in the
Wi-Fi access network over a wireless communication pro-
tocol. The network node information is the characteristic
information of the wireless nodes, that is, the Wi-Fi access
points of the Wi-Fi access network. The network node
information comprises, for example, a unique identifier of
each of the Wi-Fi access points and a measure of data load
on the Wi-Fi interfaces associated with each of the Wi-Fi
access points. The wireless communication protocol for
communicating with each of the Wi-Fi access points is, for
example, a user datagram protocol (UDP), or a transmission
control protocol (TCP), or an internet protocol (IP). Refer-
ences to the IP herein comprise a fourth version and a sixth
version of the IP. The WAISMS receives the network node
information over a designated port when the TCP and the
UDP is used for communicating with the Wi-Fi access
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points, and over a designated protocol type or a designated
IP address when the IP is used for communicating with the
Wi-Fi access points. The WAISMS periodically, or upon
change, receives the network node information from each of
the Wi-Fi access points in the Wi-Fi access network.

The wireless access interface selection and monitoring
system (WAISMS) dynamically updates 103 the generated
network latency information by measuring latency between
the base station and each of the Wi-Fi access points in the
Wi-Fi access network using the received and stored network
node information and one or more network protocol proce-
dures. As used herein, “latency between the base station and
each of the Wi-Fi access points” refers to time taken for a
data packet on a Wi-Fi interface in the Wi-Fi access network
to reach a destination, for example, a Wi-Fi access point in
the Wi-Fi access network, from a sender, for example, the
base station. The WAISMS periodically, or upon change,
measures the latency between the base station and each
Wi-Fi access point, for example, using the internet control
message protocol (ICMP) echo procedure and the received
and stored network node information and updates the gen-
erated network latency information.

The wireless access interface selection and monitoring
system (WAISMS) receives and processes 104 a request
comprising interface selection information from the cellular
wireless access data offload system (CWADOS). As used
herein, “interface selection information” refers to informa-
tion pertaining to the selection of the Wi-Fi interfaces in the
Wi-Fi access network by the WAISMS. The interface selec-
tion information comprises, for example, a list of the Wi-Fi
access points, measurements pertaining to each of the Wi-Fi
access points, and quality of service requirements of a bearer
on the S1-U interface for which the selection of the Wi-Fi
interfaces is required. The measurements pertaining to each
of'the Wi-Fi access points comprise, for example, a received
signal strength indicator (RSSI), a signal-to-interference-
plus-noise ratio (SINR), number of missed beacons, etc. The
quality of service requirements of the bearer on the S1-U
interface for which the selection of the Wi-Fi interfaces is
required comprise, for example, a guaranteed bit rate, a
maximum bit rate, a priority, and a latency budget. The
priority is, for example, assigned to each of the data packets
to differentiate the data packets based on content transmit-
ted. A high priority data packet is preferred in offloading
over a low priority data packet. The WAISMS receives a
request from the CWADOS to select Wi-Fi access points and
associated Wi-Fi interfaces defining a path for offloading
data packets from the long term evolution (LTE) interface in
the LTE network to the Wi-Fi interfaces in the Wi-Fi access
network.

The wireless access interface selection and monitoring
system (WAISMS) selects 105 a first wireless communica-
tion interface between the user device and one of the Wi-Fi
access points in the Wi-Fi access network, and a second
wireless communication interface between another Wi-Fi
access point and the base station based on predetermined
interface selection criteria and the interface selection infor-
mation for offloading the data packets. A set of Wi-Fi access
points and corresponding Wi-Fi interfaces are visible to the
user device. As used herein, the “first wireless communica-
tion interface” refers to a wireless local area network
(WLAN) interface, for example, a Wi-Fi interface config-
ured to connect a Wi-Fi access point, visible to the user
device in the Wi-Fi access network, to the user device, and
for purposes of illustration, is hereafter referred to as the
“first Wi-Fi interface”. The Wi-Fi access point visible to the
user device in the Wi-Fi access network is hereafter referred






